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Hybrid Backup Strategies, Legal Hold & Retention

● Modern organisations typically run hybrid IT environments — on-
premises workloads (databases, ERP, VMs), SaaS services (Microsoft 
365, Salesforce), and cloud-native apps 

● Regulators expect that all of these data sources are protected in line 
with retention and legal hold requirements
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Why SEP sesam & Backup Eagle?
● Unified Hybrid Data Protection

– SEP sesam covers on-prem, cloud, 
SaaS, and multi-platform workloads 
in one framework

– This ensures that retention rules 
apply consistently, whether the data 
sits in a physical data centre, a 
hyper-scaler cloud, or SaaS

– Backup Eagle independently verifies 
compliance across the hybrid 
landscape — no gaps that 
regulators can later exploit

● Retention & Legal Hold Enforcement
– SEP sesam enforces backup retention 

policies and supports legal hold 
(ensuring data under litigation cannot 
be deleted until released)

– Backup Eagle provides independent 
proof that these holds and retention 
rules were honoured, with immutable 
reports showing:

● Which backups were locked.
● Which were subject to retention 

expiration.
● That no early deletions occurred

– This dual system satisfies strict 
requirements like GDPR, SEC 17a-4, 
FINRA, POPIA, SOX, where improper 
deletion or retention can lead to fines
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Why SEP sesam & Backup Eagle?
● Audit-Ready Evidence

– Regulators increasingly demand 
not just “tell me” but “show me” 
proof of compliance

– Backup Eagle delivers 
compliance-grade reporting for 
all SEP sesam jobs — retention, 
legal hold, SLA adherence — 
across hybrid systems

– This creates a ready-made 
evidence package for legal 
teams, auditors, and regulators

● Reduced Risk of Shadow Gaps
– In hybrid setups, it’s common 

that SaaS or cloud backups don’t 
follow the same policies as on-
prem backups

– The SEP sesam + Backup Eagle 
combination ensures policy 
uniformity and verification across 
all platforms, closing the 
compliance loophole that 
regulators specifically look for
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Regulatory Summary

With SEP sesam managing hybrid backup and retention, and Backup Eagle independently 
monitoring compliance, organisations can confidently enforce and prove both legal hold and 
retention policies across cloud, on-premises, and SaaS environments. 

This not only ensures full regulatory alignment but also delivers tamper-proof, audit-ready 
evidence that data is preserved, retained, or deleted exactly as mandated.
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SEP sesam Overview
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SEP sesam Overview
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Data Immutability – Ransomware Protection

● Backup to Tape
● SEP SiS – SEP Immutable 

Storage
● Blocky4sesam on Windows
● S3 Object Lock – Cloud Storage 

on Azure and AWS
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Backup Eagle Overview
● Reporting, audits and evidence 100% 

automated
– Monitoring and reporting for your backups & 

restoresincluding all distributed SEP sesam 
Backup Servers

● BACKUP EAGLE® - Compliance made easy
– All necessary evidence will be generated 

automatically
– All backup environments will be automatically 

documented on a daily basis
– Relevant details / potential problems will be 

detected automatically
– Reports and analysis will be defined once 

according to the company-wide SLA 
categories
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Backup Eagle Dashboard
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BACKUP EAGLE Solution Overview
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BACKUP EAGLE: Always prepared for Audits

● Without additional manual 
effort

● Audit and compliance reports
● Evidence is always already 

available
● Quick access to historical data
● Interface to all REST aware ticket 

systems
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Demo
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