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Why is it necessary to build a SOC?

Building a cost-effective SOC (Security Operations Center) framework for 
audit readiness is critical because regulatory and legal landscapes have 

shifted in such a way that security is no longer just a technical best 
practice — it’s a compliance obligation.
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The Legal Context
● Legal Liability and Duty of Care

– Organisations have a legal 
obligation to safeguard sensitive 
data (personal, financial, health, 
government).

– Failure to implement reasonable 
cybersecurity controls — even citing 
“budget constraints” — can be 
interpreted as negligence in a court 
of law.

– A SOC framework demonstrates due 
diligence and duty of care, 
protecting against lawsuits, 
penalties, and reputational damage.

● Regulatory Mandates
– Most modern regulations explicitly require 

security monitoring, logging, and incident 
response — all SOC functions. Examples:

● POPIA (South Africa) → requires responsible 
parties to implement appropriate, reasonable 
technical and organisational measures to 
secure personal information. Audit readiness 
proves compliance.

● GDPR (EU) → mandates data breach detection, 
reporting, and accountability. A SOC ensures 
continuous monitoring and audit trails.

● HIPAA (US) → demands audit controls and 
activity review for healthcare data.

● PCI DSS (Payment Card Industry) → requires 
log management, intrusion detection, and 
monitoring, all core SOC functions.

● ISO 27001 & NIST frameworks → stress audit 
readiness, evidence-based monitoring, and 
incident handling.

– Without a SOC, organisations risk non-
compliance fines running into millions of dollars.
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The Legal Context
● Audit Readiness = Compliance 

Evidence
– Regulators and auditors don’t just 

want “policies on paper”; they want 
evidence of ongoing monitoring, 
detection, and response.

– A SOC provides real-time logs, 
incident reports, and remediation 
evidence — the kind of audit trail 
regulators demand.

– Being audit-ready means an 
organisation avoids reactive, costly 
fire drills every time an audit comes 
around.

● Regulatory Focus on Proportionality 
and Cost-Effectiveness
– Many laws (e.g., POPIA, GDPR, ISO 

27001) phrase security requirements as 
“reasonable and appropriate 
measures.”

– A cost-effective SOC shows that the 
organisation is applying proportional 
controls — scaling security to risk and 
budget — which auditors and 
regulators recognise as a compliant 
stance.

– Over-spending isn’t sustainable; 
under-spending invites fines. Cost-
effectiveness ensures regulatory 
balance.
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The Legal Context
● Incident Reporting and Legal Time-

frames
– GDPR → 72 hours to report a 

breach.
– POPIA → “as soon as reasonably 

possible.”
– Without SOC monitoring and 

automation, meeting these legal 
deadlines is impossible.

– Audit-ready SOC frameworks ensure 
organisations prove compliance with 
incident reporting obligations.

● Board Accountability & Personal 
Liability
– In many jurisdictions, boards and 

executives are personally liable 
for compliance failures (e.g., 
directors under POPIA, GDPR, 
Sarbanes-Oxley).

– A SOC provides the evidence 
executives need to demonstrate 
compliance efforts in court or 
during regulatory review.
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The Bottom Line

A cost-effective SOC framework is critical not just for defending against 
cyber threats, but for meeting legal and regulatory obligations, avoiding 
fines, and demonstrating compliance during audits. It turns cybersecurity 

from a “best effort” into a provable, defensible compliance posture — 
protecting the organisation legally, financially, and reputationally.
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Introducing Wazuh – The foundational pillar of your SOC



9

Wazuh facilitates Compliance
● Centralised Log Collection & Audit Trail

– What regulators require: Continuous recording of security-relevant 
events, immutable logs, and auditability.

– How Wazuh delivers:
● Collects logs from servers, endpoints, firewalls, cloud services, and 

applications.
● Stores and correlates events in a central index (Elastic/OpenSearch).
● Tamper-proofing ensures evidence stands up in an audit.

– Regulatory tie-ins:
● POPIA, GDPR, HIPAA, PCI DSS, ISO 27001 → all require audit 

logging and retention.

● Vulnerability Detection
– What regulators require: Proactive risk management and patching 

processes.
– How Wazuh delivers:

● Built-in vulnerability scanner compares assets against known CVEs.
● Integrates with external feeds for real-time updates.
● Prioritises risk remediation.

– Regulatory tie-ins:
● ISO 27001 (A.12, A.14), NIST, PCI DSS, HIPAA → require vulnerability 

management.

● File Integrity Monitoring (FIM)
– What regulators require: Detection of unauthorised data or system 

changes.
– How Wazuh delivers:

● Tracks file changes in OS, databases, apps, and critical directories.
● Alerts when sensitive data or system configurations are modified.

– Regulatory tie-ins:
● PCI DSS explicitly mandates FIM.
● HIPAA, GDPR, POPIA require data integrity assurance.

● Intrusion Detection (IDS) & Threat Intelligence
– What regulators require: Continuous monitoring for unauthorised 

access attempts.
– How Wazuh delivers:

● Network-based IDS rules + endpoint anomaly detection.
● Threat intel feeds to correlate malicious IOCs.
● Detection of brute force, privilege escalation, malware behaviour.

– Regulatory tie-ins:
● POPIA, GDPR, HIPAA, PCI DSS → all require monitoring for 

suspicious activity.
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Wazuh facilitates Compliance
● Incident Response & Automation

– What regulators require: Demonstrated capability to respond and 
contain breaches quickly.

– How Wazuh delivers:
● Active responses (auto-block IPs, quarantine compromised hosts, kill 

malicious processes).
● Integration with SOAR/SIEM tools to automate playbooks.
● Full incident timeline for audit evidence.

● Regulatory tie-ins:
– GDPR’s 72-hour breach reporting, HIPAA breach notification, POPIA 

"reasonable steps" standard.

● Cost-Effectiveness & SOC Enablement
– Why this matters legally: Laws require “reasonable and 

appropriate” controls — not overspending on tools.
– How Wazuh enables SOC:

● Open-source core = cost-effective, scales horizontally.
● Supports hybrid deployments (on-prem + cloud).
● Forms the backbone for log management, threat detection, 

and compliance — the three pillars of a SOC.
● Can integrate with other SIEM, SOAR, and ticketing systems 

for a full SOC stack.

● Compliance Modules & Reporting
– What regulators require: Proof of compliance during audits.
– How Wazuh delivers:

● Prebuilt dashboards and rulesets for PCI DSS, HIPAA, GDPR, NIST, 
ISO 27001.

● Generates compliance-focused reports with mapped controls.
● Provides evidence logs that can be exported directly for auditors.

● Regulatory tie-ins:
– All major frameworks emphasise “documented evidence” → Wazuh 

produces exactly that.

Wazuh maps directly to regulatory clauses (logging, 
monitoring, integrity, vulnerability management, incident 
response, reporting). It provides the evidence auditors 

demand and the capabilities regulators mandate.
That’s why it’s often the first foundational layer of a cost-
effective SOC — once Wazuh is in place, you can bolt on 

SIEM dashboards, SOAR automation, and incident 
response workflows without reinventing the wheel.
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Security Analytics
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Intrusion Detection
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Log Data Analysis
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File Integrity Monitoring
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Vulnerability Detection
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Configuration Assessment
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Incident Response
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Regulatory Compliance
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Cloud Security Monitoring
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Containers Security
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Wazuh Architecture
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Why Wazuh is preferred

● Average of 20 million downloads per year
● Auditors want evidence, not claims. Wazuh produces exportable, 

timestamped, immutable audit logs.
● Each regulation is mapped to features — making it easy to show 

clients “this control → this Wazuh function → this compliance 
evidence.”

● Cost-effective SOC baseline: Instead of buying multiple tools for FIM, 
vulnerability scanning, log management, and compliance dashboards, 
Wazuh covers all in one open-source framework.
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Wazuh from NETCB
● NETCB is a Platinum Partner
● NETCB’s Wazuh version is ONLY available from NETCB which makes us sole 

provider and distributor:
– Custom Decoders (eDirectory, GroupWise, pfSense, and SecureAnyBox)
– Localised branding (SEC-COM)
– Custom Integrations

● Available as On-Premise solution or as a Cloud-hosted solution
● Three Costing Tiers

– Essential
– Standard
– Premium
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Demo
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